CENTRIPETAL

EVOLVING CYBER THREATS
AND THEIR IMPACT ON CASINOS

The US has 987 casinos’
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Common cyber attacks on casinos:

RANSOMWARE FRAUD AND MONEY ACCOUNT _
LAUNDERING TAKEOVER

Attacks against tribal casinos have increased by 1 y 000% since 2019°

52% of gambling companies have seen a notable increase in Account Takeover [ATO] activity°
...and each ATO consumed up to 5 hoursin support time

Ransomware-related casino shutdowns in 2021:

The Lucky Star casino chain in Oklahoma: 2 dayse - e

Tesuque casino in New Mexico: 3 days° — \ =

Ho-Chunk casino in Wisconsin: 4 days”® — i) fla
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Centripetal’s CleanINTERNET® service protects your organization’s
CENTRIPETAL customers, employees, and reputation with real-time
cyber threat intelligence.

Our solution helps to create a Zero Trust environment within physical and online casinos’ networks,
shielding against malicious threats to prevent network infiltration and data exfiltration.

Get instant and effortless visibility across your network with Centripetal CleanINTERNET.

To find out more, call us on 571-252-5080 or get in touch with the Centripetal team on our website.

centripetal.ai




